PRIVACY NOTICE

Microblink Identity application

Identity of the controller

Microblink LLC, Trg Drage Iblera 10, Zagreb, Croatia PIN: 21173725829 (hereinafter: “Microblink”), acts in the
capacity of the data controller when processing your personal data as described in this Privacy Notice.

Purpose of Microblink Identity

Microblink’s Identity application (“App”) is made to showcase Microblink’s technology, BlinkID and BlinkCard
and its components, Capture, Extract and Verify. Therefore, images you scan using the app will be processed
as described bellow and no personal data will be permanently stored or processed for any other purpose.

Description of the processing
BlinkiD

When you try out BlinklID components Capture and Extract, your personal data is processed solely on the
device and your data is not shared with Microblink. On the other hand, when you try out the Verify
component of BlinkID, your personal data is sent out for processing to Microblink’s cloud infrastructure
on Google Cloud Platform. In this case, Microblink processes personal data based on our legitimate interest
in demonstrating our technology to interested parties, and without processing personal data, this would not be
possible.

Depending on the type of document you scan, Verify component processes the following categories of
personal data: first and last name, address, date, and place of birth, gender, sex, nationality, country of
residence, signature, passport number, social security number, driver’s license number, state or national ID
card number, personal identification number, face image, eye color, weight, height, organ donor status,
biometric data (not used to undeniably identify an individual) or other categories of data found on scanned

documents.

After you scan the document, this scan is sent out to Microblink's application programming interface (API). To
ensure the highest level of availability for App users around the world, Microblink API is distributed globally
using Google Cloud Load Balancing. This means that potentially, for example, personal data scanned in the
European Union can be exported to Microblink’s cloud servers in the United States or Asia for processing.
Besides ensuring the highest levels of availability, using Google Cloud Load Balancing also means that the
same level of security will be maintained by using best practices and configuration that Google Cloud Platform
has to offer, including but not limited to, encryption of data in transit and at rest, Google Armor protection from
DDoS attacks and WAF firewall.


https://cloud.google.com/load-balancing

After the presence of security features on the document is checked, the verification status will appear on your
screen. Microblink deletes all personal data after the verification session has been completed. Personal data
connected to this processing is not intended for access by Microblink or any third party.

If you share the personal data of third parties with Microblink, you are responsible for ensuring an appropriate
lawful basis for any such sharing of third-party personal data. Microblink may ask you to provide evidence that
such data is shared on an appropriate lawful basis. Microblink shall use its best efforts to ensure that third
parties' personal data is processed, handled, and collected in the same manner as your own personal data.
However, you are solely responsible for using a lawful basis to share personal data from third parties with
Microblink.

BlinkCard

When you try out BlinkCard components Capture, Extract and Verify processing is performed on device and
personal data is not shared with Microblink.

Data subject’s rights
As a user of this App and a data subject, depending on the circumstances, you have a right to:
e ask us for copies of your personal information (right of access),

e ask us to rectify personal information you think is inaccurate or to complete information you think is
incomplete (right to rectification),

e ask us to erase your personal information in certain circumstances (right to erasure),

e ask us to restrict the processing of your personal information in certain circumstances (restriction of
processing),

e object to the processing of your personal information in certain circumstances (object to processing),

o ask that we transfer the personal information you gave us to another organisation, or to you, in certain
circumstances (right to data portability),

e tolodge a complaint with a supervisory authority.
Note that Microblink does not automatically process nor use techniques for profiling its users.

You are not required to pay any charge for exercising your rights. If you make a request, we have one month to
respond.

If you are interested in how we process personal data and more detailed descriptions of your rights as a data
subject, please refer to Microblink’s Privacy Policy. If you have any questions or concerns regarding your
personal data, feel free to contact us at privacy@microblink.com and reach out to our Data Protection Officer.

Accepting these terms


https://microblink.com/privacy-policy/
mailto:privacy@microblink.com

By clicking "Get started", you confirm that you are fully aware of the way Microblink processes personal data
and/or have obtained the necessary permissions to scan any third-party images you upload through this
application.



